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Abstract

Generalization error bounds are critical to understanding the performance of
machine learning models. The last few years have witnessed important new
advancements in the study of these bounds. The purpose of this work is to
offer an overview of some of these developments and of the related theoretical
tools. Russo and Zou, Xu and Raginsky were the first to obtain bounds that
provided an information-theoretic understanding of generalization in learning
problems. In this survey we study the generalization error of supervised learning
algorithms, first in terms of the mutual information between their input and the
output and then, we study the recent generalization of the results of Neu and
Lugosi beyond the choice of the mutual information to measure the dependence
between the input and the output. They showed that it is possible to replace the
mutual information by any strongly convex function of the joint input-output
distribution. This new approach provides us generalization bounds that improve
the previously known ones or are entirely new. Moreover, we show some bounds
constructed in terms of the mutual information between each individual training
sample and the output of the learning algorithm, which can be tighter and easier
to evaluate in several applications.
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1 Introduction

In the standard model of supervised learning, we are given aset S, = {Z1,...,Z,}
of n i.i.d data points drawn from a distribution px (the input) and we consider
a learning algorithm that maps this dataset to an output W,, = A(S,). In
this framework the learning algorithm can be viewed as a randomized mapping.
From now on, we will denote with:

o 7, the instance space (i.e. where the data points can take values)

o W, the hypothesis space (i.e. the space the output belongs to)

In this discussion we will assume these spaces to be measurable.

The learning algorithm is characterized by a Markov kernel Py s = k(-,s) =
P(A€ ).

A reasonable choice to study the performance of learning algorithms is to
consider a loss function £ = W x Z — R,. Two key object of interest are:

« training error (or empirical loss) Lg, (W;,) := 2 37" | € (w, ;)

« test error (or population risk) L, (w) := E[{(w, Z)] = [, {(w, z)pu(dz)

Definition 1.1. for a learning algorithm characterized by Py s = k(-,s), the
generalization error of the algorithm on p is defined as:

gen(Wa, Sn) := Ls, (Wn) = E[{(W, Z)[Wo]

Bounding the generalization error is one of the fundamental problems of
statistical learning theory because it measures how much the learnt hypothesis
suffers from the problem of overfitting.

As a matter of fact, the goal of learning is to ensure that the test error of
the output hypothesis of the algorithm is small. From its definition, this is
computed under the data generating distribution u that is often not available
and for this reason one considers the training error. Therefore, it is of natural
interest to study the discrepancy between training and test error, that is exactly
the generalization error and trying to obtain bound on it as accurate as possible.

Typically, there are two main approaches: trying to bound the expected gen-
eralization error or finding results in probability using concentration of measure
tools. In this article we will try to show some techniques and some important
results that makes use of these two approaches.

Defining;:

+ the centered loss as £(w, z) = l(w, z) — E[¢(w, Z))

o the i-th sample loss as £;(w, 2) = £(w, ;)

o the j-th partial average loss as f/j = % 3:1 b (w, 2)
we can rewrite the expected generalization error as:

E[gen(W,,, Sy)] = E[L,(W,, S,)] (1.1)

where the expectation is taken with respect to the joint probability distribution
of (W, Sy).



2 Information theoretic methods

The goal of this chapter is to give an overview of the types of bounds on the
expected generalization error that one can get using information theoretic meth-
ods, following closely the pioneering work of Russo and Zou [1], Xu and Ragin-
sky [2]. The generalization error of a learning algorithm is related and can be
determined by its stability properties.

What does it mean for a learning algorithm to be stable?

Definition 2.1. A learning algorithm is said to be stable if a small change of
the input of the algorithm does not change the output of the output much.

Intuitively, the notion of generalization capability of a stable algorithm cap-
tures the idea that its output cannot depend "too much" on any particular
training example. The less dependence there is between the output hypothesis
W,, and the input dataset S, the better the learning algorithm generalizes.

From an information theoretic point of view, the dependence between the
input and the output can be naturally measured by the mutual information
between them.

Definition 2.2. The KL divergence between two probability measures y and v
defined on a common measurable space (2, F) is given by:

Do =5 o (4] [ 1o (24

Definition 2.3. The mutual information between two random variables (X,Y)
following laws, respectively, Px, Py and with joint probability law Px y is de-
fined as:

I(X;Y) = Dkr(Pxyl||Px ® Py)

With this definition we are able to proper define the notion of stability:
Definition 2.4. A learning algorithm is said to be (g, ) — stable (under the
data generating distribution ) if 1(Sy; Wy) <e.

2.1 Upper-bounding the expected generalization error via
I(Sy; W)

Xu and Raginsky [2] worked in the framework described above, under sub-
gaussianity assumption for the loss function. We recall, here the definition of
sub-gaussian random variable.

Definition 2.5. A random variable X with mean p is called o sub-gaussian if
there is a a positive number o such that:

E[e’\(x_“)] < 65222 VA eR



They proved the following result:

Theorem 2.6. Suppose the loss function (w,z) is o-subgaussian under p,
Yw € W, then:

[Elgen(Wa, Su)]l < \/ 25 1(Sn, Wa)

To prove this main result we need to state and prove the following "decou-
pling estimate".

Iierzlma 2.7. Let X, Y be random variables with joint distribution Pxy. Let
X, Y be independent copies of, respectively, X and Y, such that Py y = Px®@Py .
Let f: X xY = R. If f{(X,Y ) is o-subgaussian under Pg v then:

[E[f(X,Y)] - E[f(X,Y]| < 202 I(X,Y)

Proof. (of Lemma 2.7) To prove the Lemma, we use the following representation
of Kullback-Leibler divergence, which is attributed to Donsker and Varadhan.

Proposition 2.8. (Donsker-Varadhan Variational Formula) For any two prob-
abilities measures |1 and v defined on a common measurable space (Q,F), we
can represent the KL divergence as:

Drr(pl|v) = SUPyec (fQ Y dp —log fQ e¥ dV)
where C is the space of all measurable functions 1) : Q@ — R such that e¥ € L' (v).

From this representation of the KL divergence, it follows that VA € R, eval-
uating the RHS in our sub-gaussian function f:

Dir(Px.y|Px ® Py) > EAf(X,Y)] — log E[e? (X:Y)]

Then we can apply the definition of sub-gaussian random variable, following
from the sub-gaussian assumption on f(X,Y"). From:

1og]E[eA(f(>?Y)—lEf(X,Y))] < #v/\ cR
it follows that:
—log E[eM (X)) < )E[f(X, V)] - X
Then:
Dir(Pxy|Px ® Py) > A (E[f(X,Y)] - E[f(X,V)]) — 22

If we move all the terms to the LHS we get an inequality for a parabola in A:

Xo® N (E[f(X,Y)] - E[f(X.Y)]) + Dxr(Pxy|Px © Py) >0

2

The positivity condition implies that the discriminant must be non-positive:

(E[f(X,Y)] - E[f(X, Y)D2 < 20Dk (Pxy||Px ® Py)



which implies the desired result, recalling Definition ( 2.3):
[E[f(X,Y)] - E[f(X,Y]| < V202 I(X,Y)
QED
Now, we are ready to prove Theorem ( 2.6):

Proof. (of Theorem 2.6) We start by noting that, if ¢(w,z) is o-subgaussian
Vw € W then f(S,w) = 13"  /(w,Z;) is Z-subgaussian. In fact, from the
definition, VA > 0:

E [e% Z:;aw’z»] —E [e%awzn RO .}
N 02

=E [e%f(w,zl)} -E [e%Z(w,Zz)] < (e%)n —e zn .

Combining this result with Lemma ( 2.7) we recover the result stated in the
theorem.
QED

3 Generalization Error Bounds via Convex Anal-
ysis

Neu and Lugosi [3] were able to generalize these results. If one considers the
information-theoretic generalization bounds that we saw in the previous section,
a natural question: what is so special about KL divergence? Can we go beyond
it? The KL divergence is of easy interpretability but there could be different
choices of "information-theoretic" measures that allows us, in some cases, to
control better the generalization error.

Neu and Lugosi [3] are able to find bounds on the generalization error not
only in terms of the standard choice of the mutual information. As a mat-
ter of fact, they show that it’s possible to replace the mutual information by
any strongly convex function of the joint input-output information and it’s pos-
sible to replace the subgaussianity condition on the losses by a bound on an
appropriately chosen norm capturing the geometry of the dependence measure.

The key idea of their work is to analyze the performance of learning algo-
rithms using convex analysis tools that are widely used in the analysis of modern
online learning algorithms, as one can ascertain from Orabona [4].

3.1 Upper-bounding the expected generalization error via
Convex Dependence Measures

To provide these bounds using convex analysis we need to introduce some no-
tation and some definitions. We denote as:

e P(H): the set of all probability distributions over a given set H;

o F(H): the dual set of bounded functions from H to the reals;



o Py, g,: the joint distribution of (W,, Sy) ;
e Py : the marginal distribution of Wp,;
e Py= Py, @ u" = Pw, ® Ps,: the product of the marginal distributions;

e P, € P(W): the regular version of the conditional distribution of W,
given S, = s;

We observe, since it will be useful in the following, that the conditional distri-
bution is a linear function of P.

Proposition 3.1. For any A € [0,1] and P, P’ € P(W x S) the mizture distri-
bution of the two probability measures satisfies:

(AP + (1= \)P')j, = AP, + (1 = AP,

Proof. (of Proposition 3.1) Given P € P(W x S), we indicate by Pg the
marginal distribution of S and with ¢(S) the sigma-algebra generated by S,
with o(W) the sigma-algebra generated by W.

The proof of this result follows from an observation: all the distribution in
P(W x S) have the same marginal with respect to the second variable, i.e. :

VP,P" € P(W x S) and Vs € o(S) we have that Pg(S = s) = P{(S = s)
In particular, we can write:
Pg(S=5)=PW x{S=s})=P,{(S=s)=PWx{S=s})
We can define the conditional distribution P, € P(W) as

PH{W =w} x {S =s})
POV x {S=s]) Yw € o(W)

Ps(w) =

Then, it follows:

(AP + (1 = N)P)Y({W = w} x {8 = s})
(P + (1 - NP)(W % {8 = s})
PUW =w} x {S = s}) + (1 - NP'({W = w} x {S = s})
AP(W x {S =s}) + (1 - NP/ (W x {S = s})
PEW =w} x{S=5})+ (1 - N)P({W=w} x{S=s}) .
P(W x {S = s})
PAW =w} x{S=s}) (1= NP UW =w} x{S=s})

AP+ (1 =XN)P")5(w) =

P(W % {S = s}) P(W x {S = s})
= AP, +(1- NP,

QED



Since we want to provide bounds on the generalization error in terms of a
dependence measure capturing the dependence between W,, and S,,, which is
described by their joint distribution Py, s, , we need to properly state what we
mean by it.

n?

Definition 3.2. We call dependence measure a mapping H: P(W x S) — Ry.

Definition 3.3. We call conditional dependence measure a mapping h: P(W) —
R,.

For this discussion we will assume that:
e h is convex on P(W)

e h(P,,)=0as P, is defined as the marginal of W,, from the joint distri-
bution Py, g, , so it should be not dependent from .5,,.

« the dependence measures considered are of the form H(P) = Eg[h(Ps)].

For the sake of a clear exposition, let’s recall the definitions of convexity of a
function (see, e.g. Hiriart-Urruty and Lemaréchal [5]).

We denote, for any function g € F(W), its expectation under a distribution
Q@ € P(W) as the following bi-linear map:

(Q,9) = Ew~qlg(W)] (3.1)

Definition 3.4. We say that the function h is convez if VQ,Q" € P(W), VA €
[0,1] we have that: h(AQ + (1 — N)Q') < Ar(Q) + (1 — NR(Q'). This implies
that, ¥Q, Q' € P(W) 3g € F(W) such that h(Q) > h(Q') + (9,Q — Q') .

The set of all functions g satisfying this property have a special name:
Definition 3.5. We define the subdifferential of h at Q' as:
ONQ) = g € FIW) : h(Q) = h(@) + (9,Q — Q')
The elements g € Oh(Q’) are called subgradients.

Definition 3.6. We say that a conditional measure h is a-strongly convex with
respect to a norm || - || on the space of (signed) finite measures over W if it
satisfies:

h(Q) = h(Q) +{9.Q - Q") + 51lQ — Q||

Having introduced the definitions of convexity, notice that, from the as-
sumption that the dependence measures considered are of the form H(P) =
Es[h(Ps)], H is convex in its argument P € P(W x S) due to Pg being linear
in P (from Proposition 3.1)

Since they will be of key importance in the proof of the main result of Neu
and Lugosi [3] we introduce some definitions regarding convex duality.



Definition 3.7. Let H a normed space with norm || - || and let F(H) be its dual
space. The dual norm of a function f € F(H) is defined as:

£l = SU-pF:HFH§1<f7 F)

In our framework, we will mostly consider distributions @ € P(W x S) and
the dual norm of functions f € F(W x S) (for instance, the loss function).

Definition 3.8. The Fenchel conjugate of a function (not necessarily convex)
f: X = R is the function f*: F(X) — R defined by

fr(@%) = sup {{z,2%) — f(2)}

zeX

The operation f — f* is also called a Fenchel-Legendre transform. The function
f* is convex. Observe that the conjugate operation is order-reversing : for
functions f,g: X — [—00,+00], the inequality f > g implies f* < g*.

In our framework, we call "overfitting potential” the Fenchel conjugate of the
dependence measure H on the set P(W x S), i.e. :

O(f)=H"(f)= sup {(P,f)—H(P)} (3-2)

PEP(WxS)

The potential ® has some basic properties that will be useful in the following.
Note that, whenever ® is bounded it has a nonempty subdifferential 0®(f),
consisting of the convex hull of the maximizers of (P, f) — H(P), i.e. :

0P (f) = conv ( argmax {(P, f) — H(P)})
PEP(WxS)
By definition ( 3.5) of the subdifferential, it holds that V g € F(W x S):
O(g) = @(f) +(P.g—f)
Then, we can define:
Definition 3.9. We define the generalized Bregman divergence as
Ba(gllf) = ®(g) — (f) + suppega ) (P f = 9),

Note that this is a convex function of g, being a sum of convex functions and a
supremum of affine functions.

Now, we are ready to state the following important result.

Theorem 3.10. Let h be a-strongly convex with respect to the norm ||-|| and let
Il |l e its dual norm. The expected generalization error of a learning algorithm
A can be controlled as:

IE [gen (W, S,)]| < \/4H<PWW,,sngf[ua~z>uz]




Prior to starting the proof, we introduce the following notation, analogous
to the way we denoted the expectation of a function g € F under Q € P(W)
(13.1), to denote the expectation of functions f € F(W x S) under distributions
PeP(WxS):

(P, f) = Ew,s)~p[f (W, )] = Es[(Ps, (-, 9))] (3.3)

This allows us to rewrite the generalization error as:
E [gen (Wi, Sn)] = Ew,s)~ Py, s, [Ln(W, )] = (Pn, Ln) . (3.4)

Before effectively starting the proof, we have to introduce a construction for
what we will call "feasible convex set" A, C P(W x S), that will be of key
importance in one of the steps of the proof and justifies the particular choice of
H defined through conditional distributions. In particular, we will consider the
overfitting potential defined at ( 3.2) to be restricted to the set A, i.e. :

O(f) =H"(f) = sup {(P, f) — H(P)} (3.5)

PeA,
Furthermore, we define:

o the "ghost data set" S/, = {Z]}!", that consists of i.i.d. samples from the
distribution p and the independent from the training set S,, = {Z;}1"

o Vie{l,...,n} the "mixed bag" data set:

n

St ={Z1,Z2,.... 2i1,2i, 2/, 2}y, 2}
e Vi € {1,...,n} the output of the learning algorithm using as input the
mixed bag data set: Wi = A(S?)

o the set of joint distributions {P;}_, where, Vi € {1,...,n} P; is the joint
distribution of (W?,S,,)

Observe that, following this notation, we have S0 = S/ and S" = S, and
P, = Pw,. s,, Po = Pw, ® u". Now, we can finally define the feasible set that
we need and we introduced in ( 3.5):

Vi e {1,...,n} A; is the convex hull of all distributions {P;}}_,

Ai={PeP(WxS):> a;Pjo; >Vj,Y a; =1} (3.6)
j=0 j=0

Proof. (of Theorem 3.10) We take this problem from the perspective of convex
analysis and we observe that the expected generalization error is a linear func-
tion of the joint input-output distribution P,,. We start the proof by evaluating
the overfitting potential ® (see 3.5) at f = nL,,.

®(nL) =suppen, {n(P,Ln) — H(P)} >0 {(Py,L,) — H(P,)

10



From this observation it follows that we can bound the generalization error in
the following way, for any convex function H:

nE[gen(W,,, Sn)] = n{Pn, En> < H(P,)+ (I)(ni’n) (3.7)
We, now, have to proceed and bound the two terms on the RHS. Let’s start
with the following result.

Theorem 3.11. Vn € R, the overfitting potential satisfies
® (nLn) < 3272y Be (nLillnLi-1)

Proof. (of Theorem 3.11) First, we write ®(nL,,) as

n

®(nLn) =>_ (®(nLi) — @ (nLi-1)) + ©(0)

.
—

I

s
Il
-

Bq:. (?’]E7HT]L7_1) —n sup <P, Li—l — L1>
Peaé(nii_l)

Bo (nLillnLi—1) =+ sup < ii ;Z>

" peod(nL; 1)

I

s
Il
-

[
NE

o l;
Bas (nLiHnLi_l) _n sup ) <P7 n>

i—1 P€3¢I>(17E,;_1

—i <B<I> nLinLi 1)+~ inf <P,gi>>

= N pead(nLi—1)

where the second line uses the definition of the generalized Bregman di-
vergence By and also that ®(0) = suppep(a, {0 — H(P)} = 0 because H is
minimized with value 0 at Py = Pw, ® p" € A,,, due to the fact that, at the
beginning of the discussion, we assumed that the conditional dependence mea-
sure was to satisfy h(Pw,) = 0 and, by construction: H(Fy) = Es[h(Fy )] =
Es[h(Pw,)] = Es[0] = 0.

So, now to finish the proof of Theorem ( 3.11), we have to show that the
last term in the above sum in non positive. We proceed in two main steps:

<

(i) We first show that V 4, the subdifferential of ® includes at least one element
of A;_1. Precisely, we show the following claim: VP € A,, 3P € A;_;
such that

n(P*,Li_1) — H (P") >n(P,Li—1) — H(P) (3.8)

(i.e. P7T belongs to the subdifferential of P, evaluated in L;_;). This
implies 3 P* € A;_1 Nargmax{(P, f) — H(P)}).

PeA,
To show this, consider a fixed P € A,,. From the definition of the convex
hull of distributions A,, we can write it as P = Y _, @, Py. Then, if we

11



choose Pt = ZZ:O A Prin{k,i—1} We are able to prove the claim. First,
we show that (P, L;_1) = (P,L;_1). Vk > i, we have

(PLis) = L5 By, [1(9,2)]
t=1

i—1

= B [, [[(W0.20) | 210
SIS s, (70,2 170
_ 1ZEW [7(we,2,)]

= (Pi1,Li),

where, after applying the definition of the bi-linear map (-,-) introduced
at ( 3.4), we used the law of total expectation in the second line and the
fact that the conditional distribution of W) |Z1.i—1 is the same as that of
w =1 |Z1.i—1 in the third line, following from the definition of W) given
k > 4. This implies, recalling that P = Y_}'_ ay Py, that,

(Piit) = E g S E (W9, 2)] -
n i—1 i min{k,i— T
& ko > =1 E [ (wimntha=t, Z;)] = (P*, Li1)
In this way, we can simplify the two terms 1 (PT,L;_1) and (P, L;_1)
in ( 3.8) and it remains to prove that: —H (P*) > —H(P). To prove this,
recalling the definition the probability kernel Py g = k(-,s) = P(A € )

that characterizes the randomized output of A(s) for any dataset s € Z™,
we define the conditional distribution as:

Pls = Y5 g 0uE [r(-.S®) | ] and
Pl = Yo [ (-, Sein{hi=1D) | 5]

Thus, now we can write the dependence measure H(P) as:
H(P) =Es [h(Ps)] = Es [1 (Chzg axE [5 (-, 5®) | 5])]
Now, we apply Jensen’s inequality conditionally:

Es [h (Choo B [ (-,5™) | S])] =
Esp.iy [h (ZZ:O agEin [/’v ('7S(k)) \ 51:1'—1})] =
Es [h (koo o [ (-, SETI) [ S])] = H (PY)

This concludes the proof of claim ( 3.8), assuring that A; _;NO®(nL;_;) #
0.

12



(ii) We conclude the proof of Theorem ( 3.11) by establishing that
infpeaomr,_,) <P, nl@> < 0: we take P* € A;_1 NO®(nL;_1). Since

P* € A;,_; we can write is as P* = ;_:10 af Py. Since P* € 0®(nL;_1),
then:
B B i—1 B i—1 B
inf (Pnl;)y < (P*,nl;) =) aj(Pe,nl;) = ZQZE[U&]

Peo®(nL;_1)

B
I

0 k=0

_ gaZE [ (w®,2;) —e(w®,27)] =0

where we applied again the definition of (-,-) introduced at ( 3.4) and, in
the second line, we observed that W®*) is independent of Z; by definition
for k < i.

QED

Let’s go back to the proof of Theorem ( 3.10). At the moment, with Theorem
( 3.11) we have been able to rewrite the bound on the generalization error
obtained at ( 3.7) in the following way:

nE[gen(Wa, Sn)] < H(Py) + 32, Be (nLilnLi-1)

To conclude the proof, it remains to handle to Bregman divergence that appears
on the RHS. We are going to do it by proving the following lemma.

Lemma 3.12. Let h be a-strongly convex with respect to the norm || - || whose
dual norm is denotes as || - ||«. Then, Vi and ¥V n, it holds that:

7°Ez [|16¢, 2)|7]

Bo (nLillnLi-1) < 3

an
Proof. (of Lemma 3.12) For this proof we have to define some objects.

Definition 3.13. We call "lifted" norm the following:
’ / 1
IP— Pl = (E[llPs — PslI’])?

We observe that the following property holds for this norm:

Lemma 3.14. If h is a-strongly convex with respect to || - ||, then H is also
strongly convex on A, with respect to the lifted norm.

Proof. (of Lemma 3.14) We start by considering: H(AP + (1 — \)P’), since we
want to prove that H is strongly convex. Using the definition of H and then the
result of Proposition ( 3.1) on the affinity of the conditional distribution in the
joint distribution, we obtain:

H(AP+(1-\)P') = Eg [h ((/\P r(1- A)P')ls)} — Eg [h (ABS +(1- )\)PI’SH

13



Then, since h is a-strongly convex, we have:

2
B [ (375 + 1 0)] < B [ (19 0 - 00 () = 5 [ s~ 7
Applying linearity of expectation and the definition of H one more time we

obtain the claimed result:

Es {Ah (Ps) + (1= 0 (Ps) — 5 ||Pis - P|’SH1 -

AH(P) + (1= NH (P') — §Es [HPS - Pllsm

QED

The next step of the proof of Lemma ( 3.12) is prove that the a-strong
convexity of H on A, implies é—strong smoothness of its Legendre-Fenchel
conjugate ® = H* with respect to the dual seminorm. We first introduce the
following new notion.

Definition 3.15. The dual seminorm is defined, Vf € F(W x S) as:
1fllsx = Es[l ()] 2

This seminorm satisfies all properties of a morm expect positive definiteness
because it can be zero even when f is not identically zero but only on a set of
measure zero with respect to pu.

The dual seminorm just defined satisfies the following property.
VP, P e A, andVf € F(W x S): (3.9)

Bs= s 1. sy

(P—-P,f)=Eg [<P\S — Pl’S, fe, S)>} =Es[[|Ps — P(s”(m

<55 [[|ns - mf s 9] < (B s Pl'sm)l/g - (Es [I76,9)112) "

=P =Pl £ llp.x
where we used the notation for (-, -) introduced in ( 3.4), the definition of the
norm || - || and the definition of the dual norm || - ||« in the first and second line,

and the Cauchy-Schwarz inequality at the end of the second line and, finally,
the definition of "lifted" norm and dual seminorm.

Now we are ready to prove the already mentioned above result about the
duality between strong-convexity and smoothness.

Lemma 3.16. Let f and [’ be two integrable functions under all distributions
in A, and let P € 0®(f) and P’ € 0P (f'). Suppose that h is a-strongly convex
with respect to || - ||; it follows by Lemma ( 3.14) that H is a-strongly convex on
A, with respect to || - ||,. Then, for the Legendre-Fenchel conjugate ® = H* it
holds:

[P

Q|r

Bs(f||f') <
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Proof. (of Lemma 3.16) Let g € 0H(P) and ¢’ € OH (P’). Then, by first-order
optimality of P and P’, we have

(sp— f,P—P)Y<0 ; (sp—f P —P)<O.
If we sum the two inequalities, we get
<g_f?P>_<g_fvP>+<g/_f/vP/>_<g/_f17P>SO

<g_gl7P>+<fl_f7P>+<gl_gvpl>+f_<fI7P/>SO
<g_g/7P_Pl>+<f/_f>P_P/>SO
j<g_g/7P_Pl>S<]Dl_ljaf/_f>'

Now, using the definition of strong convexity of H, we get

H(P) =z H(P')+ (g, P=P)+ 5P - P’II;

H(P')=H(P)+ (9. P = P)+ 5 |P—P,
Summing these two inequalities then gives
al|P= P} <{g—g,P—P).

Combining both the inequalities above and the property ( 3.9) of the dual semi-
norm, we obtain

2
al[P = PIL < (PP f =) <IP=Pllf =l

It follows the property:

1P =P, <

(3.10)

v Mo "

By the mean value theorem, there exists an fy = Af + (1 — A)f’ with A € [0, 1]
such that Py € 0® (fy) and

o) =@ (f) +(Pr f - f)
:(I)(f/)+<Plaf f/>+<P)\_Pl7f_f/>
<)+ (P S = Y4By =~ Pl
<) P T = I+ == 1T =

A
=¢W)<Pj—f%5ﬂv—ﬂﬁ*
<®(f)+ (P f-f)+ —w—fmﬁ

where in the third line we applied again property ( 3.9) for the dual seminorm
and in next line we applied property ( 3.10).

15



We recall that the Bregman divergence was defined as:

Bo(fIf') =@(f) —®(f)+ sup (P f —f)

Pead(f')

Since P’ € 0% (f'), bounding (P', f — f') by suppega ) (P f' — f) and then
moving the first two terms of the RHS to the left we get the desired result:

1
Ba(fIf) < ~ I = £
QED

Now, we are able to conclude the proof of Lemma ( 3.12), by applying the
latter result:

I (Lo — L[5, nEs |GG 9] nEs (| 2]

B Lz Li— < = =
o (MLi|lnLi—1) < 5 e on?

where for the equalities we applied the definitions of dual seminorm and of i-th
sample loss. QED

After this long discussion, we are finally able to conclude the proof of the
main Theorem ( 3.10). Starting from:

nE[gen(Wn, Sp)] = 1(Pn, L) < H(Py)+®(nLy) < H(PH)JFZ Bo (nLillnLi-1)
i=1
We apply Lemma ( 3.12) and we obtain:

, Pz [l 2)1E]
an

0 (Pn,Ln) < H(P,)

To obtain an upper bound we optimize for n > 0:

(P, L) < H(nPn) L [Ili% Z)|I?] - \/4H (Pn)lEZTEHE(.,Z)@]

A lower bound can be obtained by an analogous derivation for n < 0.
This concludes the proof of Theorem ( 3.10). QED

3.2 Applications of the result

There are numerous dependence measures satisfying the hypothesis we imposed
at the beginning of Section 3, i.e.:

e h is convex on P(W)
e h(P,,)=0
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e H(P)= Es[h(Ps)]

In particular, since we discussed the results of Russo and Zou [1], Xu and
Raginsky [2] in Section 2, it is interesting to see how the mutual information
behaves in this conver analysis framework. In the notation of this section, its
definition is h(Q) = Dk r(Q||Qo), where Qo = Qw, ® u™ in this case denote
the marginal distribution of the hyphotesis. It is well known that this function
is 1-strongly convex with respect to the total variation distance, i.e. |Q —
Qllrv = Supf:\lfl\oc§1<va — @), whose dual norm is the supremum norm
|| flloec = sup,ew |f(w)]. One can compute the associated dependence measure
H and obtain, VP € A,: H(P) = Es[Dkr(P5||Qo)] = Dkr(P|Fy), where in
this case Py = Py, ® u" denote the product of the marginal distributions, with
the notation introduced above ( 3.6). Applying Theorem ( 3.10) we get the
following generalization bound:

Corollary 3.17. The generalization error of any learning algorithm satisfies

4Dk (Pw,.s, || Pw, ® p™) Ez [|14(-, Z)|12,]
n

|E [gen (W, Sp)]| < \/

We observe that this bound depends on the second moment of the centered
losses [[4(-,Z) —E[((-,Z")]||, in terms of the random data point Z. The cool
thing about this result is that this quantity can be finite even for heavy-tailed
loss distributions whose higher moments may not exist, relaxing the sugbaus-
sianity assumption on the loss function imposed by Xu and Raginsky [2], which
explicitly doesn’t allow heavy-tailed losses.

Instead, we can directly recover the guarantees of Xu and Raginsky by in-
creasing the domain from A, to P(W x S), in the formula of the overfitting
potential, i.e. going back from the "restricted" version we gave at ( 3.5) to the one
that followed Definition ( 3.8) at ( 3.2), and by recalling the Donsker-Varadhan
variational representation of the Kullback-Leibler divergence introduced with
Proposition ( 2.8). In fact, in this case we have that the measurable functions
¢ are taken over the space C = F(W x S), leading to:

H(P)=Dkr(P||Py) = sup </ PdP — log/ e? dP0>
PYeF(WxS) WxS W xS
that, re-written in the same notation of this Section:
H(P)=Dkr(P|P) = sup ((P,¢)—log(e’, Py))

YEF(W xS)

Now, plugging this in the definition of overfitting potential:

® (nLy) < suppepowxs) {n (P, L) — H(P)}

= sup {T]<P7Ln> - sup (<P,’l/)> 10g<6waP0>)}
PeP(WxXS) PEF (W XS)
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The supremum outside is achieved if inside we take as 1) = nL,,. Then, we
get, whenever the losses are o-subgaussian:

2 2

T nin no
b (nLn) <logE [e ] < o

This makes possible to write the proof of Xu and Raginsky [2] in the notation
of Section 3 , in fact, recalling that for the proof of Theorem ( 3.10) we started
from:

nElgen(Wi, Sn)] = n(Pn, Ly) < H(P,) + ®(nLy)

Now, using the fact the we are considering the Kullback Leibler divergence as
a dependence measure and the bound just derived for the overfitting potential
whenever the losses are subgaussian:

n2o?

U]E[geH(Wm Sn)] = 1(Py, I/n> < Drr(PullPo) + m

Optimizing with respect to n one gets the same bound as in Theorem ( 2.6).

4 Single-Letter guarantees

Bu et al. [6] provided information-theoretic upper bounds on the generalization
error of supervised learning algorithms constructed in terms of the mutual infor-
mation between each individual training sample and the output of the learning
algorithm. This work propose amendments to the previous results of Section 2
in a different way from the one just analysed in Section 3. One of the main
problems that can arise is that the mutual information may be extremely large
when the algorithm leaks too much information of the data into the output. For
instance, if we consider empirical risk minimization (ERM), then if w* is the
unique minimizer of Lg(w) in W it means that w* is a deterministic function
of S and it follows that the mutual information is I(w*;S) = co. Therefore, in
cases such this, it is possible to tighten the information-theoretic generalization
bound based on the individual sample mutual information I(W;z;). This idea
is motivated by the definition of point — wise stable algorithms.

Definition 4.1. An algorithm is said to be point-wise stable if the expectation
of the loss function (W, z;) does not change much with the substitution of any
individual training sample z;.

Then, the idea is that if an algorithm is point-wise stable, it generalizes well.
This bound is derived under more general conditions for the loss function than
sub-gaussianity and is applicable to a broader range of problems but, under the
same conditions of Theorem ( 2.6) we have:

Proposition 4.2. Suppose that {(w, 2) is o-subgaussian under p Yw € W, then:
IE [gen (Wi, Sl < 5 3202, /2021 (2i, W)
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There are several examples where the previous bound provides a more ac-
curate characterization of the generalization error than the bound in Theorem
( 2.6) but we will not go into many details here. It is also worth observing
that the individual sample information I(W;z;) is between two vectors whose
dimension do not scale with the sample size n and, therefore, in some cases
the bound of Proposition ( 4.2) is much easier to be evaluated empirically in
practice.

4.1 Single-Letter Guarantees via Convex Analysis

We can find analogous results to Proposition ( 4.2) also in the framework pre-
sented in Section 3. In particular, by making some slightly different choices of
the dependence measure H(P) and some adjustments in the proof we can get
the following result single-letter version of Theorem ( 3.10).

Theorem 4.3. Let h be a-strongly convex respect to the norm ||-|| and let || - ||«
be its dual norm. The expected generalization error of a learning algorithm A
can be controlled as:

E gen (Wi, S.)]| < 3 \/h (PWmSnIZi)aE L2, 2)112]
=1

Proof. (of Theorem 4.3) This result can be proved by choosing:
o H(P)= 23" h(Pzy,),instead of the previous choice H(P) = Eg[h(P|s)]

n

(recall Definition 3.3)

Then, one can verify that all the steps of Theorem ( 3.11) continue to be valid.
The bound of Lemma ( 3.12), instead, continues to hold if one properly adjust
the definition of the lifted dual norm | - ||, .. In this case the choice for the
"lifted" norm and the dual lifted norm are the followings, respectively:

« 1P =Pllu=5 0 1Pz — Pl I

o If e = (5 I IF G Z0)ll)7 V€ P(W x S)

With these few adjustments, the whole proof of Theorem ( 3.10) can be
reproduced and obtain the result shown in Theorem ( 4.3). QED

5 High-probability bounds

In the previous sections we provided upper bounds on the expected general-
ization error. Since we are often interested in analyzing the tail behavior of
the absolute generalization error |Lg, (W,,) — E[l(W,, Z)|W,]|, in this section
we want to establish some high probability bounds for the generalization error
using concentration inequalities. There are the so called PAC (i.e. probably
approximately correct) bounds.
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In this section, we will mainly navigate in a framework more similar to the
one of Section 2. Let’s start, first, with a trivial result, that will be useful to
introduce some typical tools and will serve as a first example.

Proposition 5.1. Suppose that S and W are independent. For any fized
w € W, if l(w,Z) is o?-sub-Gaussian, the Chernoff-Hoeffding bound gives
P[|L,(w) — Lz(w)| > a] < 2e=" /20" Thus a sample size of

ns 20 (2
>z loe| 3

P [|gen(Wn, Sn)| > O‘] <p

suffices to guarantee

Proof. (of Proposition 5.1) This simply follows applying Chernoff Bound to the
subgaussian random variable.

Remark 5.2. The generic Chernoff Bound for a random variable X is obtained
applying Markov’s Inequality to o(X) = e** :

E[e/\X]
P(X >t) =P >eM) < }\r;fo o

AX] -

=Yx(A) = logEe*X, as:

inf Efe*"] =FE [exp <— sup (At — ¢X(/\))>:|

A>0  etA A>0

We can also write it, taking 1nf>\>0

We can obtain the Cramer-Chernoff inequality from the previous Chernoff
bound by defining the Cramer Transform of the random variable X.

Definition 5.3. We define the Cramer Transform of the random variable X as:

Px () = sup(At — 1hx (A))

A>0

Then, we can rewrite the Chernoff bound as:

P(X > t) < exp(¥x (1))
obtaining the Cramer-Chernoff inequality.

In this just introduced framework, we identify a centered random variable
2_2
X to be subgaussian with parameter o? if x(\) = logEe? < ’\T" We
observe that when this holds, then it is true that % (¢) > % In fact % (t) =
2 2 2
supy>o(At — ¥x () > supyso(At — A2) = 5, where we have applied the

202 I
definition of subgaussianity and since the supremum is achieved for A = —.
Thus, it’s easy to verify applying the Cramer-Chernoff mequahty that the

probability bound of Proposition ( 5.1) holds. In fact, if £ is 0 subgaussian,
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then, from a simple computation it follows that L,, is %2 subgaussian (see the

proof of Theorem 2.6). Since P [|gen(Wy,Sy)| > a] = P [|Ly(Wy, Sn)| > a] by
the definitions we introduced in Section 1, then:

P[lgen(Wy, Su)| > o] < 2e="7/207,
QED

Now, we will show that, even when W is dependent on S, it still suffices
a sample complexity polynomial in i and logarithmic in % to guarantee that
P[lgen(Wy,Sn)| > o] < B, under the hyphotesis that I(S;W) is sufficiently
small. It should be noted that, indeed, we will use a stronger assumption than
I(S; W) being small, since we will ask I(Aw (S5); W) to be small, where:

Aw(S) == (Ls(w))wew (5.1)

is the collection of training errors of the hypothesis in W. This is stronger
because, if we see Ay (S) - S - W as a Markov chain, which is correct since
Aw (S) and W are independent conditionally on S and, Vw € W, Lg(w) is a
function of S, then it holds that:

I(Aw (S); W) < I(S;W)

Now we can state the result analogous to Proposition ( 5.1) without the inde-
pendence assumption, but requiring that I(Aw (S); W) to be small.

Theorem 5.4. Let {(w,Z) be o-subgaussian under p Yw € W. If a learning
algorithm A satisfies I(Aw (S); W) < &, then for any a >0 and 0 < § < 1, we
can guarantee P [|gen(Wy, Sn)| > o] < 8 by a sample complexity of

>E £+1 z
"= BB

Proof. (of Theorem 5.4) To prove the theorem, we first need two results. The
proof will then be based on these two results and on Lemma ( 2.7). We introduce
the following notation:

e Spifori=1,...,m to denote m independent datasets of n observations
drawn from the same probability distribution u

o W, = A(Sy,) to denote the output of one execution of an independent
copy the algorithm A,that takes as input one of the independent datasets
Sn,i

We start by stating the first one of the two results.

Lemma 5.5. Consider the parallel execution of m independent copies of A(Sy,)
on independent datasets Sp 1, ..., Snm- Let S™ = (Sp1,...,Snm) be the over-
all dataset. If under p, A(Sy) satisfies I(Aw (S); W) < e, then the overall
algorithm W™ = A(S™) satisfies I (Aw (Sn,1),.--, Aw (Snm)) <m-e.
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Proof. (of Lemma 5.5) The proof of this lemma simply follows from the fact,
for the way it was constructed, that the couples (S, ;, W), = 1,...,m are
independent, and from the chain rule of mutual information, which we recall
below.

Proposition 5.6. (Chain rule of Mutual Information) Let X,Y and Z be ran-
dom variables. Then:

I(X,Y;2)=1(X;2)+ I(Y; Z | X)

By induction, this chain rule also implies that for a set of random variables
X17X23 o X’Il7Z :

(X1, Xo, X3 Z) =Y I(Xi;Z | X, X 1)

In our cause we consider the following set of random variables:
Aw ({Sn.itizs, W™)

Plugging this random variables in the chain rule and using independence gives
us the desired result stated in Lemma ( 5.5). QED

Now, we proceed by stating the second of the two results that we need. With
the following Lemma, we introduce the so-called "monitor technique". We imag-
ine a new algorithm, i.e. the monitor, which takes as input the overall dataset
S™. The monitor outputs the name of the query with the worst generalization
error. The challenge that we will need to face in order to prove Theorem ( 5.4)
lies, then, in showing that the monitor can find which copy overfit and finding
what this implies for the sample size, and then deriving a contradiction.

Lemma 5.7. Let S™ := (Sp.1,...,Sn,m), where Sy; ~ u®™. If an algorithm
A ST — W ox [m] x {£1} satisfies I (Aw (Spa) -, Aw (Snm) ; W, T, R) <
e, and if l(w, Z) is o-subgaussian for all w € W, then

202¢

E[R- L, 7] <
n

Proof. (of Lemma 5.7) This result is an application of Lemma ( 2.7) (the
decoupling estimate we saw in Section 2). We can see it by choosing: X =
(Aw (Sn1) .-, Aw (Snm)), Y = (W, T, R), and

f ((AW (Sn,l) 9 7AW (Sn,m)) ) (w’ tv T)) = TLS'n,,t (’LU)

n

If {(w, Z) is o-subgaussian under S ~ p for all w € W, then = 37" £ (w, z;) is
~-subgaussian for all w € W, ¢ € [m] and r € {£1}, where 2z, ; denote the i-th
sample of the ¢-th copy of the dataset S,,, and hence f(X,Y) is %—subgaussian.
Then, from Lemma ( 2.7) it follows that

2021 (AW (Sl) )t aAW (Sm) } VV7T7 R)
n

E[R- Ls, . (W)] < \/
and this proves Lemma ( 5.7) . QED
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With these two lemmas, we can now effectively prove Theorem ( 5.4).
Let W™ = A(S™) be the output of the parallel exectution of m independent
copies of W = A(S) on independent datasets S ;. Now, given S™ and W™ we

consider the sample (W*,T* R*), drawn from t W x [m] x {£1} imposing:

(T", R*) = argmaxe ) e (+1)7(Ls, (W) and W* = Wy, p- (5.2)

This implies: - -
R*(Ls,, 7. (W7)) = max |Ls, ,(Wn.)|

te[m]

n,T*

. If we take the expectation on both sides we get:

E [R*(Ls, ;. (W*))] =E |max|Ls, ,(Wy.) (5.3)

n,T* tE[m]

We observe that, given the output of the parallel execution W™, then (W*, T*, R*),
conditional on that, can take only up to 2m values, which means that:

IT(Aw (Sna) s s Aw (Snom) s W5, T RY|W™) < log(2m)

We notice that, since by assumption the algorithm A satisfies I(Aw (S); W) < e,
then by Lemma ( 5.5):

I(Aw (Sna),. s Aw (Spm) ; W™) < me

Next, we recall a property of the mutual information that follows from the chain
rule stated with Proposition ( 5.6), the so-called "data processing inequality".

Proposition 5.8. (Data processing inequality) Let X, Y and Z be random vari-
ables that form a Markov chain in the order X — Y — Z, then the mutual
information between X and'Y is greater than or equal to the mutual information
between X and Z. In mathematical terms:

I(X;Y) > I(X;2)

Intuitively, this means that you cannot get more information out of a set of
data then was there to begin with, or in other words, no clever transformation of
the received code Y can increase the information that Y contains about X. In
our case, consider: X = (Aw (Sn1),...,Aw (Som)),Z = (W*,T*, R*),Y =
W™ . Therefore, by the data processing inequality (Proposition 5.8) and the
chain rule of mutual information (Proposition 5.6), we obtain:

I(Aw (Sna)s- s Aw (Snm) s W5 T*, R*) < IT(Aw (Sna) - Aw (Spym) s W5, T, R*, W™)
< me + log(2m)

Then, we can use Lemma ( 5.7) and the above train of inequalities to get:

E[R- Lyr-(W*] < \/2"2(7”6 -+ log(2m)) (5.4)

- n
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Recalling the equality stated with ( 5.3), the above inequality gives:

B | |Ls...(7,,0)] < |2 et loelom), (5.5)

te[m] n

Now, we choose m = | 1| and we proceed by contradiction.
Suppose that the algorithm A does not satisfy the generalization bound that
we want to prove, meaning:

Pllgen(Wy, Sn)| > a] > 8

Since the couples (Sy¢, Wi, 1), t = 1,...,m are independent by construction, we
get:

P [max |Ls, . (Wau)| > a} >1—(1-p)/A8 > %

te[m]
This leads to:

_ «
E {g% }Lsn,t(Wmt”] )

The above inequality in expectation, together with equation ( 5.5), gives the

following inequality:
25\ \BT %5

< 802 (e 41 2
n<—|=+log=|,
o \B T8
which contradicts the condition on the sample complexity given in Theorem

( 5.4). As a consequence, under the sample complexity condition stated in
Theorem ( 5.4), it can never hold that:

which implies that

P [|gen(wna Sn)| > O[] Z ﬂ
. This leads us to the fact that it has to hold, necessarily:
P [|gen(Wy, Su)| > o] < 8

, which completes the proof. QED
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5.1 Challenges with High-Probability bounds

Bassily et al. [7] proved a result equivalent to Theorem ( 5.4) in a more restrictive
setting, for the task of classification, where the loss is not subgaussian but
bounded, being binary.

Theorem 5.9. Let A be a learning algorithm that maps a set S, = Z1,...Z, of
n 4.i.d. data points drawn from a distribution p to the label set W, = 0,1 such
that the its mutual information is bounded, i.e. I(S;A(S)) < C, where C is a
positive constant. Then:

C+1
Bl| gen(Wy, Su)] > ] < 5

The theorem above states that achieving confidence 8 requires n >
training examples. It’s worth noting that this sample complexity bound is sharp.
In fact, Bassily et al. [7] proved the existence of a learning problem and of a
learning algorithm which has its mutual information bounded by a constant
that has a generalization error of at least % with probability at least %

The issue that this paper raises is that it’s not always sufficient to restrict
the information used by the algorithm to make the learning possible. Even
in settings that are simple or where generalization is easy to prove, in fact,
mutual information can be infinite. For instance, let us consider X C R and let
T C {0,1}* be the set of all thresholds, i.e. T = {fx}rex where fi(z) = Ly>.
In the paper, it is shown that any consistent and proper learning algorithm A
for threshold functions must reveal I(.A(S);.5) > 10512%' So, we have a lower
bound on the number of bits of information that an algorithm must reveal that
depends on the size of the domain. Notice that the dependence on the size of
the domain X is not very strong but, if it’s of infinite size, then the mutual
information is unbounded, making impossible implying generalization with the
previous results. Since mutual information is a particular case of the framework
of Section 3, it follows that the strong convexity condition is also insufficient for
achieving such strong results.
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6 Conclusion

The results showed in this article are only a small part of the work present in
the literature. There are several other results that have been proposed as im-
provements of the results showcased in Section 2 that use chaining mutual in-
formation, conditional mutual information and other dependence measures such
as a-Réyni divergence, f-divergence, Wasserstein distances, maximal leakage,
etc. Some of those are included in the general framework presented in Section 3,
some others not and constitute an area of further improvement. There are also
a lot of open questions and room for improvements for high-probability bounds.
In particular, it is interesting to understand if and how the techniques showed
in Section 3 can be extended to obtain PAC-Bayes bounds, a question of not
easy answer in the face of the challenges presented in Section 5.1.
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